SIGNING THE XML AND SIGNATURE VERIFICATION.

The process to be followed for signing the Xml and Signature Verification is given below. 

Please use the tool for validating the XML as well as for signing. 

The tool can be shared with the client for checking at their end if the signed content they are sending is valid. 

Also client can use this tool to generate the Signed XML from the plain XML using their private key and then compare the output with their application generated output. 

Note:
· Before doing signing or signature validation check if the XML contains character like \"  replace it with “
Example:- 
version=\"1.0\" in XML should be replaced with version=”1.0”
· Execute the jar from the command line. 
· Signature verification can be done using Inline certificate or external certificate

For Signing the XML:-
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For Signature Verification with Inline Certificate:- 
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For Signature Verification with External Certificate:- 
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:\work\XHLSigning>java -jar XMLSignerCumVerifierTool.jar

Select any One of the Option below:

Enter 1 for Signing the XL

Enter 2 for Signature Validation with Inline Certificate

Enter 3 for Signature Validation with External Certificate

1

Enter the Path of XML File Name(Example: C:/FILES/NPCI_PLAIN_FILE.xml)

D: \work\XMLS1gning\NPCT\NPCI_UAT_PLATN. xml

Enter the Path of Private Certificate(Example: C:/FILES/ONMAGS_PVT_KEY.pfx)
: \work\XHLSigning\onmag_pfx.pfx

Enter the Password of Certificate

passuord

Signing Successful. Signed XL is placed in path

: \work\XHLS1gning\NPCT\NPCI_UAT_PLATN-13-64-2819-16-16-00-Signed. xml
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D:\work\XMLSigning>java -Jjar XMLSignerCumVerifierTool.jar
Select any One of the Option below:
Enter 1 for Signing the XL

Enter 2 for Signature Validation with Inline Certificate

Enter 3 for Signature Validation with External Certificate

2

Enter the Path of Signed XML File Name(Example: C:/FILES/NPCI_FTLE1.xml)
work\XHLS1gning\NPCT\NPCI_UAT_PLAIN-13-64-2619-10-10-60-Signed. xnl
signature Passed Core Validation

Reference[@] Validity Status: TRUE
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:\work\XMLSigning>java -jar XMLSignerCumVerifierTool.jar
Select any One of the Option below:
Enter 1 for Signing the XL

Enter 2 for Signature Validation with Inline Certificate

Enter 3 for Signature Validation with External Certificate

3

Enter the Path of Signed XML File(Example: C:/FILES/NPCI_STGNED_FILE2.xml)
: \work\XHLS1gning\NPCT\NPCI_UAT_PLATN-13-64-219-16-16-80-Signed. xnl
Enter the Path of public Certificate(Example: C:/FILES/ONMAGS_PVT_KEY.pfx)
work\XHLSigning\onmag_cert . cer

signature Passed Core Validation

Reference[6] Validity Status: TRUE





